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EXAMPLE INVESTIGATION

Maltego is an open source intelligence tool 
which uses link analysis to build a compre- 
hensive visual overview of your data points. 
You can easily pull data from dispersed sour-
ces and automatically map the data relationship 
into a visual graph. Using various visualization 
layouts, you can intuitively spot patterns and 
connections that go otherwise unnoticed. 

Maltego can be used to fingerprint an entire 
network infrastructure starting from a single 
domain name. In this graph, @KodyKinzie 
shows us how to discover DNS servers used
by a target organization. 
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#MADEWITHMALTEGO

How Investigators Use Maltego

Map comprehensive threat landscapes, threat 
actor profiles, TTPs, and other intelligence to 
support various security operations. 

Names, aliases, email addresses, social media 
accounts, images—Build a comprehensive  
identity profile or criminal activity history that  
is otherwise difficult to obtain. 

Build a comprehensive digital profile of criminals 
and monitor chatter on deep & dark web sites, 
forums, channels, and groups without any risk 
of exposure or technical prerequisite. 

SOCIAL MEDIA & DARK WEB 

CRIMINAL INVESTIGATIONS 

FRAUD & ABUSE PREVENTION 

CYBER THREAT INTELLIGENCE

Import, connect and visualize internal logs, repos-
itories, spreadsheets, and other databases to fight 
numerous types of insider threats, corporate fraud 
or embezzlement, and product or platform abuse. 

Download Maltego for free or schedule 
a personalized demo on maltego.com now. maltego.com
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http://www.maltego.com
www.maltego.com

