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Oftentimes, investigators do not possess am-
ple information to launch a person of interest 
(POI) investigation. They may have a name or 
an alias as a starting point, which is the most 
common scenario but not most optimal, as 
these types of data are not always strictly 
linked to a unique individual. While people may 
randomly share a name or an alias without be-
ing connected in any other way, a phone num-
ber of an email are data types that investiga-
tors may pivot off of with a much higher degree 
of confidence in the results. However, a phone 
number or an email might not yield as much 
information as a name or an alias.

To conduct a successful POI investigation, 
an investigator must combine the previously 
mentioned types of personal identifiers in or-
der to harvest the maximum amount of infor-
mation. We will demonstrate this in the follow-
ing investigation.

Recently, a list of phone numbers—suppos-
edly belonging to employees of the FSB, one of 
the main Russian security agencies, was pub-
lished by the Defense Intelligence of the Min-
istry of Defense of Ukraine. In this case study, 
we will investigate these phone numbers in an 
attempt to validate them.

To start our investigation, we will paste the 
phone number we want to investigate into 
Maltego. The first thing that one can do to in-
vestigate a phone number in Maltego, is to run 
the SocialNet – Bulk Search Transform. This 
ShadowDragon Transform will probe all social 
media platforms which allow their users to be 
searched by phone numbers. Two accounts 
come up: A Signal account and a Skype ac-
count. The Skype account displays a profile 

picture. We are also able to obtain an alias and 
a location using the SocialNet – Extract Alias 
and the SocialNet – Extract Location Trans-
forms. In this situation, we have two things go-
ing for us: 

1. The resulting alias is not very common and 
therefore unlikely to be used by a lot of differ-
ent people.

2. We have enough information to differen-
tiate accounts linked to our Person of Inter-
est (POI) from accounts operated by strangers 
who incidentally have the same username: We 
have two different pictures that include the 
face of our POI, a city, as well as a first name 
which is displayed in the Skype profile.
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The point is to find commonalities between 
what we know of our POI and the profile re-
turned by the bulk search. 

Unfortunately, the search bar does not seem 
to be enough here.

Since this first approach did not work, let’s 
begin reviewing the accounts one by one. Ap-
proaching this task logically can save us a tre-
mendous amount of time: Since our POI is tied 
to Russia, we can start with profiles that belong 
to social media platforms that are more popu-
lar with this demographic. Mail.ru and VKontak-
te are great starting points. 

This could be the end of the investigation; 
however, there is still one card left to play: Pi- 
voting off of the profile picture we obtained 
earlier. ShadowDragon SocialNet allows you to 
perform a reverse image search using 3 diffe- 
rent search engines: Yandex, Sogou, and Tin-
Eye. Each of these engines cater to a different 
public. For example, the vast majority of Yan-
dex’s users are Russian.

The consequence of this is that they will offer 
you different results and will perform better or 
worse depending on the image you are search-
ing for. Suppose the image in this investigation 
was linked to a Chinese POI. Then maybe So-
gou will do a better job than TinEye or Yandex.

To perform a reverse image search, we first 
need to add the Skype profile picture to our 
graph as a separate Entity. This can be done by 
running the SocialNet – Extract Image Trans- 
form. Next, let’s use Yandex to search for simi- 
lar pictures on the Internet. Before doing so, 

With this in mind, let’s run  the SocialNet – Bulk 
Search Transform on this alias.

Oftentimes, when performing a bulk search 
on an alias, several dozens of accounts may be 
brought into your graph. To find the needle in 
the haystack, we can start by searching for the 
location that we have: “Moscow” with the use 
of the search bar. We can also search for the 
name displayed in the Skype profile. 

After several minutes of browsing dif-
ferent profiles on our graph, it is clear 
that none of the profiles we are exploring 
have information that matches what we 
know of our POI. 
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let’s check our Result Slider: We have 4 dif-
ferent options: 12, 256, 4K, or 65K. It must be 
noted that this reverse image search is a fuzzy 
search, meaning the results will not always be 
exact copies of the image searched for. 

So, after running the Transform, we will have 
to examine the results to find the images that 
are indeed the same as the one we started our 
search from. With this in mind, setting your 
slider results to 4K or higher will not be useful. 
After all, looking at, and manually comparing 
four thousand images is not something an in-
vestigator would have time to do. Let’s set the 
slider at 12 for now and execute the SocialNet 

– Search Yandex for Images Transform. 
The results are mostly in the general vicinity 

of the POI profile’s picture, but there is a par-
ticular one that is a perfect copy. Luckily for us, 
the URL is tied to a VK account.

When opening this VK account in our brow-
ser, it appears that it indeed belongs to our POI. 
The profile displays personal information, in-
cluding workplace, name, and surname as well 
as hometown and current city of residence. We 
could harvest all of this information manually 
from this page, but it is easier to automate this 
collection process using SocialNet. 

One small hurdle is left to overcome: Our 
usual workflow would be to start from a name 
using the SocialNet – Search VK for Users 
Transform. However here, we already have the 
profile, therefore there is no need to search for 
it. Also, if the name of our POI is common, this 
Transform could yield hundreds of profiles. 

To spare some time, we load the right pro-
file directly into Maltego: Grab a VK User Entity 
from the Entity Palette. After adding it to the 
graph, go to browser and look at the URL of 
the VK profile. It should be formatted like so: 
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Then, to gather more information, one can sim-
ply run all the available SocialNet Transforms 
on this VK profile, populating the graph with our 
POI’s hometown, his current job, friends, posts… 
Everything we would need to continue our 
investigation. 

We hope you enjoyed this walk-through of 
how to use ShadowDragon SocialNet to con-
duct your person of interest investigations. 
Happy investigating!

https://vk.com/id... with a list of digits trailing 
behind the “id” string. This list of digits is the 
ID of the VK profile. Replace the ID of the blank 
VK profile you added to your graph with the ID 
of the target profile.

After doing so, run the SocialNet – Fill Extra 
Info Transform. This will populate the VK pro-
file with information that would normally get re-
turned by the SocialNet – Search VK for Users 
Transform.
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Maltego is a comprehensive tool for graphical 
link analyses that offers real-time data mining 
and information gathering, as well as the repre-
sentation of this information on a node-based 
graph, making patterns and multiple order 
connections between said information easily 
identifiable. With Maltego, you can easily mine 
data from dispersed sources, automatically 
merge matching information in one graph, and 
visually map it to explore your data landscape. 
Maltego offers the ability to easily connect 
data and functionalities from diverse sources 
using Transforms. Via the Transform Hub, you 
can connect data from over 30 data partners, 
a variety of public sources (OSINT) as well as 
your own data. Our different Desktop Client 
versions, data sources, and server solutions 
enable you to tailor Maltego to your specific 
needs in terms of data access, functionalities, 
and security requirements. 

For more information, please visit 
maltego.com
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