
Person of Interest Investigations 
Using OSINT and Maltego
Workflow Example: Map out the digital footprint of your target by following the steps 
below. Use the final results as starting points for further investigation.

Phrase Entity

Domains

Historic 
Email 

Addresses

People 
Profiles

Images, 
Relationships, 
Addresses, 
and more

Person or 
Company

Phone 
Numbers, 
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Numbers

Email 
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Email 
Addresses

Links

Social 
Media 
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Media 

Profiles
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Media 
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Discovery Online footprint
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Investigation

Personal Sphere

Social Media 
Investigation

Company 
Investigation

Use the name 
or alias of 

your target as 
a starting 

point

Check 
passwords for 

data breach

Look for other 
breached 

Entities with 
the same 
password

Search for people 
associated with the 
identified Company 

Identify the 
retrieved 
Companies

Pivot from Person 
Entity to find 

related social 
media profiles 

Uncover 
detailed 

associati
ons with 

the target

Find  
associated 

historic 
Email 

Addresses 

Find 
people 

associa
ted with 

retrieved 
Email 
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Find 
associated 

historic 
registrants

Choose Phrase 
Entity

SocialNet 
Extract 
Password 
[Shadow 
Dragon]

SocialNet 
Search 
Breaches 
by 

Password 
[Shadow 
Dragon]

To Officers 
[Open 
Corporates]

Search

Companies 

[OpenCorporates]

SocialNet – Bulk Search 
[ShadowDragon]


Expand 
Details 
[Pipl]

dtDomain2Histo
ricEmail  
[DomainTools]

Search 
Person 
[Pipl]

To Website  
[Using Search 
Engine]

To Phone Numbers 
[Found on web page]

To Phone Numbers 
[Found on web page]

To Email Addresses 
[Found on web page]

SocialNet Search 
Breaches 
[ShadowDragon]

To Address 
[OpenCorporates]

To Email Addresses 
[Found on web page]

Expand in Full 
[Pipl]

Discover Websites

associated with  
the target

Retrieve Phone 
Numbers from 
identified Links 

Search for Phone 
Numbers on archived 
web pages

Retrieve Email 
Addresses from 
identified Links 

Check identified Email 
Addresses and Phone 
Numbers for data breach

Find the Location  
of the identified Company

Search for Email 
Addresses on 
archived web pages

Find personal  
and social 
information

START HERE 

To URLs  
[Show Search Engine 
results]

dtDomain2Histo
ricRegistrant 
[DomainTools]

To Links  
[Found on web page]

Find URLs associated  
with retrieved Websites

Find Links on indicated 

websites 

To Domains  
[DNS]

dtEmail2HistoricDomains  
[DomainTools]

Find Domains associated  
with relevant personal and 
business related websites

Find other Domains 
registered with the 
same Email Addresses

To Snapshots 
[Wayback

Machine]

To Entities  
[IBM Watson]

Browse 
Snapshots to 

uncover 
historical 

data

Find 
Entities on 
discovered 

Websites

Identify social media 
profiles linked to 
retrieved Phone 
Numbers and  
Email Addresses

SocialNet – Bulk 
Search [ShadowDragon]


Find 
followed 
profiles

SocialNet  
– Get 
Following 
[Shadow 
Dragon]

SocialNet  
– Extract Alias 
[ShadowDragon]

Find associated 
Aliases

Useful Maltego Hub Items
Standard Transforms ShadowDragon SocialNet

OpenCorporates DomainTools Wayback Machine Pipl

Read more about person of interest investigations in our blog.

https://www.maltego.com/transform-hub/standard-transforms/
https://www.maltego.com/transform-hub/socialnet/
https://www.maltego.com/transform-hub/opencorporates/
https://www.maltego.com/transform-hub/domaintools-enterprise/
https://www.maltego.com/transform-hub/wayback-machine/
https://www.maltego.com/transform-hub/pipl/
https://www.maltego.com/blog/how-to-conduct-person-of-interest-investigations-using-osint-and-maltego/

